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From p0f to JA4+: Network Fingerprinting and
Reconnaissance

Tuesday, June 10, 2025 2:30 PM (45 minutes)

As scanning and reconnaissance growsmore diverse - from public platforms like Shodan and Censys to hidden
probing by botnets and bulletproof hosting services-security teams need better ways to understand who is on
the other side of their network connections.

This talk will show how network fingerprinting has developed over time, starting with tools like p0f and mov-
ing up to more advanced methods like JA4, JA4+, andMuonFP. We’ll discuss how these modern fingerprints
can help analysts recognize the tools and infrastructure used by attackers—whether they are fast scanners,
basic banner grabbers, or connections routed through VPNs and jump servers.
You’ll learn how to use these fingerprints to strengthen your defenses, protect critical infrastructure, and
reduce your visibility to public scanners. We will also explain how to fit fingerprinting into security team
workflows, noting both what it can and cannot do.

Attendees will leave with a practical understanding of modern fingerprinting techniques and a few examples
they can apply in their daily work.
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where he demonstrated IoT vulnerabilities
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