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Android application instrumentation with FRIDA

Summary

This training is designed for individuals who wish to initiate their journey into mobile app instrumentation,
particularly for Android applications. Upon completion of this training, participants should be proficient in
the following skills: enumerating loaded classes with Frida, listing methods and properties of a class, hooking
the target function, dumping function parameters, manipulating instances, modifying parameter values, and
altering function behavior.

Throughout the training, we will guide attendees through the dynamic instrumentation process, clarifying its
functioning within the Android ecosystem using FRIDA. We will assist them in configuring their devices/VMs
to establish a functional environment before delving into the actual training. The training level is set to cater
to beginners to intermediate skill levels.

Duration: 4 Hours

Instructors

« Jaimin Gohel

« Nishith Khadadiya

Past experience:

« https://null.community/events/961-ahmedabad-humla-weekend-day-2#event_sessions
« http://nsconclave.net-square.com/2023/mobile-app-instrumentation-with-frida-jaimin.html

« https://www.udemy.com/course/hacking-android-applications-for-bug-bounty-and-pentesting

Detailed training material: https://github.com/jaimingohel/frida-workshop/wiki/1.-Introduction

Length
Half day

Optional: Speaker / convener biography

I am a Technical Engagement Manger at HackerOne. My

current job role is end-to-end delivery of VAPT projects. I am a experienced Security Analyst with a demon-
strated history of working in the web, mobile, cloud and network security industry. Skilled in Vulnerability
Assessment and Penetration testing.

https://www.linkedin.com/in/jaimin-gohel-440a4a52



https://in.linkedin.com/in/nishithkhadadiya

Primary authors: GOHEL, Jaimin (HackerOne); Mr KHADADIYA, Nishith

Track Classification: Workshops, training, tabletop games, hands-on exercises, birds of a feather
sessions, etc.



